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https://www.youtube.com/watch?v=GCOVTxHISgw
https://www.youtube.com/watch?v=GCOVTxHISgw

Microsoft Advanced Threat Analytics ZE{EFT T

I_‘_I }\ E /_\ 12:48 PM Computers’ Broken Trust Relationship
ﬁ E D ﬁ I:I I:I Thursday The trust relationship between CLIENT1 and the domain is broken.
IE_\ AN

March 26, 2015 = Group policy is not applied (security violation)
= Users cannot log into the computers.
_— /TE 1£ Note Email Export to Excel Open
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CLIENT1 DC2

daf-1 192.168.0.201

EE = IQ %Q 12:54 PM Identity Theft Using Pass-the-Hash Attack 5
7CN /TN ==

Tty CLIENT2's hash was stolen from CLIENT2 and used from CLIENTI,

March 26, 2015 .
Note Email Export to Excel Open

Golden Ticket

Pass-the-Ticket (PtT)
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= Pass-the-Hash (PtH) = Skeleton key malware I:l A : I:l I:l
- Overpass-the-Hash - Reconnaissance evess e comrtr
« Forged PAC (MS14-068) = BruteForce
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14:37 PM > 11:59 PM Suspicion of Identity Theft Based en Abnormal or Access Behavior
Wednesday Michael Dubinsky exhibited abnormal behavior based on the following activities:
April 15, 2015 = Performed interactive login from 6 abnormal workstations.

= Performed interactive login from FS01.
I\—I—'I / > = Requested access to 7 abnormal resources.
I% ’f I Iy Note Email Export to Excel Details Open
< N /N
E Ly 2% 5'5% J:z 7="’=v= . Michael Dubinsky
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computers -ompuiters o KRETGT resources

Recommendations
= Disconnect the relevant computers from the network or move them into an isolated environment and start a forensics procedure by investigating: unknewn processes, services, registry entries,
unsigned files, and more

» Contact Michael Dubinsky and investigate if the user has logged in to abnormal computers and accessed abnormal resources.
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