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1. /518 & 2 (Interstate conflict)

218 & & S5 4 (Extreme weather events)
3.BIZxR A KK (Failure of national governance)

4 Bl % BB )& 5L G 1#(State collapse or crisis)

5.5 25 7 2~ & (Unemployment or underemployme

6.8 24K Z (Natural catastrophes)

7 RIEZ(EHEFE K B (Failure of climate-change adaptio
8.7K &1 (Water crises)

9. & WM ERFF Y 38 %8 (Data fraud or theft)

10. 43 F8 L2 (Cyber attack)

10K EEE [ P

1.7K iZ#(Water crises)

2. KR M R B35 (Spread of infectious diseases)

3 KRMRIERR S T 2] (Weapon of mass destruction)

4 =15 E 2R (Interstate conflict)

5. /12 {LE B B (Failure of climate-change adaptio
6.85 IR B 1% & 28 (Energy price shock)

7 AR EMER KA E (CI breakdown)

8. FAEL B (Fiscal crises)

9.5 ZE T FLZ#EA E (Unemployment or underemployme
1052 M RAMER LTS

(Biodiversity loss and ecosystem collapse)




2007

Breakdown of
critical information
infrastructure

Top 5 Global Risks in Terms of Likelihood

2008

Asset price collapse

Asset price collapse

2010

Asset price collapse

Storms and
cyclones

Severe income
disparity

Severe income
disparity

Income disparity

Interstate conflict
with regional
CONSEqUENCES

{hronir dizeace

in developed
countries

Middle East
instability

Slowing Chinese
economy (<6%)

Slowing Chinese
economy (<6%)

Flooding

Chronic fiscal
imbalances

Chronic fiscal
imbalances

Extremne weather
events

Extreme weather
events

0il price shodk

Failed and failing
states

Chronic disease

Chronic disease

Rising greenhouse
gas emissions

Rising greenhouse
gas emissions

Unemployment
and

underemployment

Failure of national
governance

China economic
hard landing

(il and gas price
spike

Global governance
gaps

Fiscal crises

Biodiversity loss

Cyber attacks

Water supply crises

Climate change

State collapse or
crisis

Asset price collapse

2007

Asset price collapse

Chronic disease,

developed world

Top 5 Global Risks in Terms of Impact

2008

Asset price collapse

Retrenchment
from globalization
(emerging)

Asset price collapse

Global governance
gaps

2010

Asset price collapse

Climate change

Fiscal crises

FEOLCT IRy L1

Major systemic
financial failure

Mismanagement
of population
ageing

Major systemic
financial failure

Cyber attacks

Fiscal crises

High structural
unemployment or
underemployment

Water crises

Retrenchment
from globalization
(developed)

Retrenchment
from globalization
(developed)

Retrenchment
from globalization

(developed)

Climate change

Water supply
rises

Water supply
crises

Climate change

Rapid and massive
spread of infectious
diseases

Slowing Chinese
economy (<6%)

Oil and gas
price spike

0il price spikes

Geopolitical
conflict

Food shortage
crises

Chronic fiscal
imbalances

Weapons of mass
destruction

Pandemics

Oil and gas
price spike

Chronic disease

Chronic disease

Asset price collapse

Chronic fiscal
imbalances

Diffusion of
weapons of mass
destruction

Unemployment
and

Interstate conflict
with regional
‘onsequences

il price shock
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Pandemics

Fiscal crises

Fiscal crises

Extremne energy
price volatility

Extremne volatility in
energy and
agriculture prices

Failure of climate
change adaptatio

Critical information
infrastructure
breakdown

ailure of
limate-change
daptation
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ACTUATORS

LTE Advanced

Cellular 4G / LTE

3G - GPS / GPRS

2G / GSM / EDGE, CDMA, EVDO
WEIGHTLESS

WIMAX

LICENSE-FREE SPECTRUM
DASH 7

3

w8
Z-WAVE
ZIGBEE
S sowean h
ik NFC S . -
( ANT
5@@ WAN o H P> H
B Wide Area Network - 802.20 M @ o
POWERLINE g O @ D
ETHERNET 2 k_._)
PRINTED Metropolitan Area Network -802.16
AN

BLUETOOTH

PAN Local Area Network - 802.1

Personal Area Network - 802.15

1Py IPv6 UDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST APl
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HFEfE 24 (Cyber Physical System)

DES - deeply embedded systems

.%' IoE - Internet of everything
B CPS - cyber-physical systems TR 27
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Air Pollution

Control of CO, emissions of factories, pollution
emitted by cars and toxic gases generated in
farms.

Forest Fire Detection

Monitoring of combustion gases and preemptive
fire conditions to define alert zones.

Wine Quality Enhancing

Monitoring soil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health.

Offspring Care
Control of growing conditions of the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.
A

Smartphones Detection

Detect iPhone and Android devices and in
general any device which works with Wifi or
Bluetooth interfaces.

Perimeter Access Control

Access control to restricted areas and detection
of people in non-authorized areas.

Radiation Levels

Distributed measurement of radiation levels
in nuclear power stations surroundings to
generate leakage alerts.

Electromagnetic Levels

Measurement of the energy radiated
by cell stations and WiFi routers.

Traffic Congestion

Monitoring of vehicles and pedestrian
affluence to optimize driving and walking
routes.

Waste Management

Detection of rubbish levels in containers
to optimize the trash collection routes.

Smart Parking

Monitoring of parking spaces availability

in the city.

Smart Roads

Warning messages and diversions
according to climate conditions and
unexpected events like accidents or
traffic jams.

Smart Lighting

Intelligent and weather adaptive lighting
in street lights.

Intelligent Shopping

Cetting advices in the point of sale
according to customer habits, preferences,
presence of allergic components for them
or expiring dates.

Noise Urban Maps

Sound monitoring in bar areas and
centric zones in real time.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis

Information collection from CanBus to
send real time alarms to emergencies
or provide advice to drivers.

Item Location

Search of individual items in big surfaces
like warehouses or harbours.

Ministry of Science and Technology

Golf Courses

Water Quality

Study of water suitability in rivers and the Selective irrigation in dry zones to
sea for fauna and eligibility for drinkable reduce the water resources required in
use. the green.

HAGILFHYS9EE X B FRAVERE X A FRAYg9EE X e SRy =

Quality of Shipment Conditions

Monitoring of vibrations, strokes, container openings
or cold chain maintenance for insurance purposes.

f & 8

Risks & Consequences

B R #R : libelium.com
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= Be a break and evangellst of the hype

Flight Management System
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» Be a break and evangelist of the hype

Eﬁl Charlie Miller
| wonder what is cheaper, designing secure
cars or doing recalls?

132 104 WEABIENLOE
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» Be a break and evangelist of the hype

e
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Google unveils self-driving car

Google has begun building a fleet of experimental electric-powered cars
that will have a stop-go button but no controls, steering wheel or pedals.
Google claims that the two-seater vehicle will revolutionise transport
by making roads safer, and decrease congestion and pollution

El GPS receiver () El Video camera
Matches position > (4) Identifies other
with customised : road users, lane
version of markers and
Google’s road traffic signals
maps

H Laser [l Radars:
range Located at front
finder: and rear, detect

proximity of obstacles

Speed: Limited to 40km/h
to help ensure safety <

Rotating sensor
scans 180m distance
through 360° to generate

3D map of surroundings —— ¢ i
Engine: 160km-range

Windscreen: Flexible electric motor — equivalent

plastic designed e \\ to one used by Fiat's 500e
to reduce injuries JE AL

Front: Foam-like

Inertial motion

material minimises sensors
impact in case detgrmme
of crash / veI(:jc;lly ?nd
— irection
Car would be ,/A
summoned with
smartphone : 8
application (% i
] ¥
3
L
o
©
c
©
g
3
4 32
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= Be an innovator

Federal

* FEDB1ZOPPS.COV fiomes s

Buyers: Login | Register Vendors: Login | Reqgister QAccessibiliw

Leveraging the Analog Domain for Security (LADS) Program
Solicitation Number: DARPA-BAA-15-61

Agency: Other Defense Agencies

Office: Defense Advanced Research Projects Agency

Location: Confracts Management Office

Notice Details Packages Interested Vendors List g Print M Link
) ALL FILES
& Complete View Return To Opportunities List | | Watch This Opportunity 3
. P DARPA-BAA-15-61
.. @l Original Synopsis Add Me To Interested Vendors ‘ & DARPA-BAA-15-61
Combined Sep 25,2015
Synopsis/Solicitation @ DARPA-BAA-15-61 LAD
Sep 25, 2015 Solicitation Number: Motice Type: @ - - 1@
2:57 pm DARPA-BAA-15-61 Combined Synopsis/Solicitati S ——
< omhined Synopsis/Solicitation 0ct 08. 2015
- &1 Changed ) = BAA-15-B1 (
Oct 08 2015 Synopsis: Gl DARPA-BAA-15-61 (LAL
11'55 am Added: Sep 25, 2015 2:57 pm @Amendmentz ®
@ Chanaed DARPA is soliciting innovative research proposals in the area of Oct15. 2015
_q_OI:’[ 15 2015 enhanced cyber defense through analysis of invaoluntary analog @) DARPA-BAA-15-61 (LA[
8:26 am emissions. Proposed research should investigate innovative
approaches that enable evolutionary advances in science, devices, or GENERAL INFORMATION
systems. Specifically excluded is research that primarily results in R
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s Security through obscurity will not prevail in cyber

Make Models
Alfa Romeo 147, 156, GT
Al A2, A3, A4 (2000), A6, A8, Allroad, Cabrio, Coupé,

Audi

(7, 82, 83, 54, 56, S8, TT (2000)
Buick Regal
Cadillac CTS-V, SRX
Chevrolet Aveo, Kalos, Matiz, Nubira, Spark, Evanda, Tacuma
Citroén Jumper (2008), Relay
Daewoo Kalos, Lanos, Leganza, Matiz, Nubira, Tacuma
DAF CF, LF, XF
Ferrari California, 612 Schaglietti
Fiat Albea, Dobld, Idea, Mille, Multipla, Palio, Punto (2002),

Seicento, Siena, Stilo, Ducato (2004)
Holden Barina, Frontera
Accord, Civic, CR-V, FR-V, HR-V, Insight, Jazz (2002),

Honda Legend, Logo, $2000, Shuttle, Stream
Isuzu Rodeo
Iveco Eurocargo, Daily

3 -4 Kia Carnival, Clarus, Pride, Shuma, Sportage
4 i Lancia Lybra, Musa, Thesis, Y
Maserat Quattroporte
1 9 5 O = > 1 9 7 O Opel Frontera
Pontiac G3
Porsche 911, 968, Boxster
- Controller Chlp Seat Altea, Cordoba, Ibiza, Leon, Toledo
Skoda Fabia (2011), Felicia, Octavia, Roomster, Super, Yeti
Ssangyong Korando, Musso, Rexton

Tagaz Road Partner

Amarok, Beetle, Bora, Caddy, Crafter, Cross Golf,

Dasher, Eos, Fox, Gol, Golf (2006, 2008), Individual,

Volkswagen Jetta, Multivan, New Beetle, Parati, Polo, Quantum,

4 \7 Rabbit, Saveiro, Santana, Scirocco (2011), Touran,
Tiguan, Voyage, Passat (1998, 2005), Transporter

C30, S40 (2005), 560, S80, V50, V70, XC70, XC90,

XC9%

£2001 HowS WwrTWorks

Volvo

Figure 2: Vehicles that used Megamos Crypto for some
version/year [39]. Boldface and year indicate specific
vehicles we experimented with.

Megamos Crypto vulnerability

Transmitter

*" ; ! ﬁ 2001 HowStuftWorks
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= Realize cyber security will be a market differentiator

Contact | Stay Conne

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE

News & Events » Press Releases » HTC America Setties FTC Charges It Failed to Secure Millions of Mobile Devices Shipped to |

HTC America Settles FTC Charges It Failed to Secure
Millions of Mobile Devices Shipped to Consumers

Company Required to Patch Vulnerabilities on Smart -
A

{
FOR RELEASE ‘.@
4

February 22, 2013

|J TAGS: Bureau of Consumer Protection | Consumer Protection | Privacy ADVISOR FOR YOUR INFORMATION SECURITY

| OeaSsomy News from SEC Consult's experts and Oday research lab.

Mobile device manufacturer HTC America has agreed to settle Federal Tre
company failed to take reasonable steps to secure the software it develope
computers, introducing security flaws that placed sensitive information abo

The settlement requires HTC America to develop and release software

| o HTC devices. In additon, the setlement requires HTC America o o5 KCodes NetUSB: How a Small Taiwanese Software Company Can Impact the

designed to address security risks during the development of HTC devidlls _ S€curity of Millions of Devices Worldwide

assessments every other year for the next 20 years.
| Today the SEC Consult Vulnerability Lab released an regarding a vulnerability in a software component called NetUSB.

This post intends to give some background information about this vulnerability.

NetUSB is a proprietary technology developed by the Taiwanese company , intended to provide " " functionality. USB
devices (e.qg. printers, external hard drives, flash drives) plugged into a Linux-based embedded system (e.g. a router, an access point or a
i dedicated “USB over |P” box) are made available via the network using a Linux kernel driver that launches a server (TCP port 20005). The ;5
client side is implemented in software that is available for Windows and OS X. It connects to the server and simulates the devices that are
Ministry of Science and Technology plugged into the embedded system locally. The user experience is like that of a USB device physically plugged into a client system. It's worth
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IoT devices are actively penetrating some of the world’s most regulated
industries including healthcare, energy infrastructure, government, financial
services, and retail.
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The 2015 Internet of Things in the Enterprise Report by OpenDNS
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s Supply Chain Security

Make Driving Safer, Easier & Less Expehsiv'e
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= Regulate, but don’t over regulate

—3

The Locomotive Act 1865 (Red Flag Act)
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= Awareness and use buying power

“‘Researchers must encourage the automotive
industry to consider seriously the security as a
mandatory requirement for the safety of car
owners, most important is that car owners in the
next future will chose their cars also based on
security features implemented by the
automakers.”

The Nightmare of Car Hacking
http://resources.infosecinstitute.com/the-nightmare-of-car-hacking/
by Pierluigi Paganini
ﬁ i% gﬁ (CISO Bit4ld and Member of the ENISA Threat Landscape Stakeholder Group)
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