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There are two types of

companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco



Security Challenges

It is a CommuRIy,
that hides in plain
sight

avoids detection;
and attacks Swiitly,

el
cisco

of data Is of breaches of companies connect

stolen in remain undiscovere  to domains that host
for months malicious files or services
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What would you «
differently if you knew
were going to «
compromised
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To defend against these advanced threats requires greater
visibility and control across the full attack continuum

Attack Continuum

After

Before During
Discover. Detect Scope

Enforce Block Contajn
Harden Defend Remediate

©O @& @ © © ©

Network Endpoint Mobile Virtual Cloud Email & Web

@ Point in Time @ Continuous
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Before You can't protect what you can't see

See It, Control It

CiTRIX v )
e Q Gmail
ORACLE

Threats

Devices

Applications
My o
i O

ae

Vulnerabilities

Users

/ Network and endpoint awareness and context that provides
0 § 2
firesiIGHT

environmental insights and automatically strengthens
Technology protection
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®—— Before the Threat:;
Before Discover Your Environment

See It, Control It

Browse all application Look for risky ) :
traffic. .. applications... Who is using them?
‘ hid k
qfiﬁi‘f.@f 5%3 gé“{:i;
On what operating systems?

Other
Android 4.0.3 - — |

ESX 4.0 —— \
Windows Server b _
Windows 2000, — " //,'-' Linu>
Windows Vista, —
findows 2000 5 4
Vindows Vista, = ‘

20:15

i
H

g
7
3
3

Traffic (KB)
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FireSIGHT ™ Awareness

Host: Scan Host || Generate White List Profile |

Hostname
NetBIOS Name

A = $es 2 X 2 Device (Hops) mango (1)
Overview EEUEIINEEN Policies Devices Objects Endpoints MAC Addresses (TTL) y VMware, Tne.] (127

Connection Events Intrusion v Hosts v Users v Vulnerabilities v Correlation » Custorr. Host Type Host

Last Seen 2011-11-15 16:06:05

Events View .
Connection Events Intrusion Events Source Destination Who |s at the host

Current User

Operating System » 7@

Connections with Application Details » Table View of Connection Events

» Search Constraints (Edit Scarch Save Scarch)

Connection Events Intrusion Events Hosts Applications Application Details Servers Host A

i . . : s T z

Windows 0OS & version Identified

Microsoft

User Identity Server applications and

:::I::::i‘:ation Protocol CL?)i;:::n VerSion

First Name Charles . [
Laxt Mama i What other systems / IPs did -
Email charles.gillian@sourcefire.com

Department SF (ram) user have, when? C
Phone B67-5309 -

* Host History [ ons

e O e puaic 0 30 oo

browsing [ Goegle Safebrowsing
10.4.10.117 [ )

Circ
10.5.32.75 [ ) L
[ internet Explorer - Lj _
10.4.10.116 f ) g
[ internet Explorer 6.0 [ Atom L & ~
10.4.32.60 [ : [ Internet Exp [ Blogger L& -
—
HTTP H A Dropbox W =
8 O 201151694 p o { & Application = el
3 O 11- .20:4, ASow v e . 3 wrre [ Facebook 0 & -
s v 7 = u " ) ] HTTR [ Chrome 15.0.874.120 [ Goegle LP & -
) 2011-11-15 15:39:86 Bow ] ] i
[ HrTe [] internet Explorer 6.0 [ Google |
$ 0 2011-11-15 16:39:46 Trust a a2 [
s = . = - - . ] HrTe [ Chreme 15.0.874.120 [] Google APIs LP &
O  2011-11-15 16:39:46 Trust 5
s O 6:39:45 _ = I = o ' [ HrTe [] internet Explorer 6.0 [ Google aAPIs |
] wrre [] chrome 15.0.874.120 [T] Google Analytics L &
[T HTTP [T Internet Exolorer 6.0 [T Gooale Analvtics Lt R
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# ? How to manage thousands event per day?

Intrusion event

Vulnerable
(exploit targets known vulnerability)

Possibly vulnerable
(exploit targets OS and/or service)

Not vulnerable
(no service present)

Reduces actionable events by up to
99%

Not present
(no host present)
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Correlation & Automation (B &1k X B 53 #fr) - Cost Saving

Correlates all intrusion events

to an 1mpact of the attack against the target

Intrusion Events

Last 1 hour

[} 2 5 A day [ o 1
[ T W T PR Y | '_.-"\ 'I..'\.I bt s b st il de n
" N N
B T T T T T O P T S O LT T

444

272

Act immediately,
vulnerable

Investigate,
potentially vulnerable

Good to know, currently
not vulnerable

Good to know, unknown
target

Good to know, unknown
network

Event corresponds
to vulnerability mapped
to host

Relevant port open
or protocol in use,
but no vuln mapped

Relevant port not open
or protocol
not in use

Monitored network, but
unknown host

Unmonitored network




Indicators of Compromise (2 #+54Z) Dashboard

« Because IOCs enable a quick way of classifying a host” s potentially compromised
state, having this data on a dashboard 1s desirable

Number of IOCs set against the host

Indications of Compromise by Host

Host

IP Address w Count

Iivdications of Compromise by Host
i 10.5.0: A -
1P Address v Count =1 10.5.3: e -
10561 . = 10223510 ¢

CnC Connected (1)

ﬁ 10.5.31 SN - — ot
=E 10.22.35.10 1 ¢

110.22.35.10 Click to expand Impact 1 Attack (1)

..g."ﬂ 10.1.3.210 ][Rigm—click for menu) Impact 2 Attack (1)

= 10.1.3.128
= 10.1.3.127
= 10.1.3.126
= 10.1.3.208
=E 10.1.3.206
= 10.1.3.200

=E 10.1.3.210
=E 10.1.3.128
=8 10.1.3.127

=i 10.1.3.126
=E 10.1.3.208
=8 10.1.3.206
=i 10.1.3.200

I

£ <<<<<<<Q

£ e ¢

Last updated 16 minutes ago Last updated 16 minutes ago




Indicators of Compromise (F&E$51Z)

Indications of Compromis

& Edit Rule States || [ Mark All Resolved |
Category Description First Seen Last Seen

!
Exploit Kit Gﬁ Event - exploit-kit The host may have encarnd an exploit kit gy 2013-09-17 16:46:28 Iy En-zﬂ 06:35:31
CnC Connected Intelligence Event - CnC  The host may be under control g 2013-09-17 16:52:11 &y 2 -20 03:55:45
CnC Connected] Intrusion Event - malware-cnc The host may be under remote control

Igg 2013-09-17 20:09:23 Sy 2013-09-19 17:32:49

Exploit Kits to Known CnC IPs
Web App Attacks

CnC Connections

Office/PDF/Java Compromises
Malware Executions

Dropper Infections
Admin Privilege Escalations




Advanced Persistent Threat & Advanced Malware

Is now a tool for financial gain

» Uses formal Development Techniques
e Sandbox aware
* Quality Assurance to evade detection

* 24/7 Tech support available

* Has become a math problem
* End Point AV Signatures ~20 Million
* Total KNOWN Malware Samples ~100 M
* AV Efficacy Rate ~50%

el
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Cisco Advanced Malware Protection (AMP)
across the entire attack continuum

Attack continuum

@ @

> N Threat intelligence . Point-in-time Retrospective security
’9\ & analytics . . protection OO & continuous analysis

= ] ) HHE

Network Endpoints Mobile




Cisco Advanced Malware Protection

Built on unmatched collective security intelligence

Cisco®

Collective 1001 11011110011 0110011 101000 0110 00 1001 1101 1110011 0110011 1Q%ad
Security 101000 011000 0111000 111010011 101 1100001 110 101000 011000 011 Cisco Collective
Intelligence .00001110001110 1001 1101 1110011 0110011 101000 011000 1100001110001110 Security Intelligence Cloud

a E M @ = . Automatic

Email Endpoints Networks Devices Updates in
- - _ , real time
1.6 million 13 billion Talos Security Intelligence
global sensors web requests ) )
AMP Threat Grid Intelligence
100TB . 24x7x365 operations . .
of data received per day AMP Threat Grid Dynamic
150 million+ 4.3 billion web blocks per day fgalyﬁjs iee " (
deployed endpoints 40+ languages EIONYTCSInon AM P %
600 I . Advanced Microsoft i
engineers, technicians, Lot TR (B AR and Industry Disclosures Advanced Malware Protection

samples per day

and researchers

) Snort and ClamAV Open Source ‘
35% AMP Community Communities
ieracelemallliEiie Private/Public Threat Feeds

AEGIS Program \ J
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Cisco AMP Delivers A Better Approach
Point-in-Time Detection — R [${£/8| & Retrospective [Bl¥f 54

Point-in-Time Protection Retrospective Security

— KA B

30000

File Reputation, Sandboxing Continuous Analysis

Unique to Cisco® AMP
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© Possible ZeuS Variant Detected

Severity: 100 Confidence: 100

@ Process Modified an Executable File

Categories
Tags

Malware will modify executables on a system, to hide logs or
other evidence. Also, by modifying various executables it can
disable functionality in the system which may detect or
hamper the operation of the malware. Lastly, it may be
attempting to hide an executable, so that it appears to be a
legitimate file. Please review the 'Disk Artifacts' section in
order to view additional details about this file.

Path Process Name Process ID

\Documents and Settings\Administraton\Application
Data\Byumgu\nayb.exe

LATEST_ZeuS.exe

Severity: 95 Confidence: 95

persistence, obfuscation
executable, file, process, PE

1120 (LATEST_ZeuS.exe)

© Process Modified Autorun Registry Key Value Severity: 80 Confidence: 60
© Process Modified File in a User Directory Severity: 70 Confidence: 80
© Potential Sandbox Detection - Enumeration of ProductiD Severity: 60 Confidence: 70
© Process Created an Executable in a User Directory Severity: 60 Confidence: 95
© Command Exe File Execution Detected Severity: 50 Confidence: 80
© Potential Code Injection Detected Severity: 50 Confidence: 50
© Executable with Encrypted Sections Severity: 30 Confidence: 30




Cisco AMP Delivers A Better Approach
Point-in-Time Detection — R [${£/8| & Retrospective [Bl¥f 54

Point-in-Time Protection Retrospective Security

— KA B

30000

File Reputation, Sandboxing Continuous Analysis

Unique to Cisco® AMP
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Retrospective (TJ[2]#H ) 348247 vs. Point-in-Time Detection — R 4=

Analysis Stops

Not 100%

Sleep Techniques

Blind to scope of
Unknown Protocols * gﬁ compromise

Encryption

Polymorphism %p

Point-in-time Detection

Antivirus

Sandboxing

Initial Disposition = Clean Actual Disposition = Bad = Too Late!!
Retrospective Detection,
Analysis Continues »

i Turns back time

Continuous L1

" Q—( Visibility and

{%I &‘I Control are Key

AN

Initial Disposition = Clean

Actual Disposition = Bad = Blocked

N
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How Cisco AMP Works:

Network File Trajectory Use Case

Overview EUEVEIER Policies Devices Objects

FireAMP Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts

Network File Trajectory for 0517f034...588e1374

Users v Vulnerabilities v Correlation v Custom v Search

File SHA-256 0517f034...50821374 & First Seen 2013-12-06 10:57:13 on 8] 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =] 1 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Dispesition {3 Malware &~ Seen On Breakdown 2 senders -+ 3 receivers
Threat Scare Hiah &
Trajectory
Dec 06,
2013
10:57  17:40  18:06  18:10 18:14 18:17
10.4.10.183

% &
10.5.11.8 €] Q QO 8 @
10.3.4.51 €] | &
10.5.60.66 o &

Events @ Transfer ) Block @ create () Move () Execute (D scan () Retrospective (@) Quarantine

Dispositions () unknown {}Maware () Clean (O Custom ) Unavailable

Events
it EventType  Sending P Receiving 1P File Name | Disp. Action el i Web Ap... | Description
2013-12-06 10:57:13 Retrospectiv. Malwa.
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn.. Malware Cloud L. HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.. Unkn, NetBIOS-. Retrospective Event, Fri Dec 6
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.. Unkn, NetBIOS-. Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa...
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller.. Malwa.
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block HTTP Firefox

Cisco



Policies Devices Objects FireAMP

TN Analysis

Context Explorer Connections » Intrusions Files » Network File Trajectory Hosts » Users = Vulnerabilities »
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034,..588e1374 % First Seen
File Name WindowsMedialnstaller.exe Last Seen
File Type MSEXE Event Count
File Category Executables Seen On
Current Disposition O Malware & Seen On Breakdown
Threat Score eee  High &)
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 D) & <)
10.5.11.8 O & 0 © @
10.3.4.51 ™ £
10.5.60.66 ¢ &
Events Ii:l Transfer [;:I Block L? Create l;_-\ Mowve LE\ Execute l,:‘ Scan L"E\ Retrospective '@ Quarantine

Dispositions () Unknown GMalware ":j,' Clean

.
{ ) Custom

I 1 Unavailable



VTV Analysis

Context Explorer

Network File Trajectory for 0517f034...588e1374

File SHA-256
File Name

Connections

Policies Devices Objects

FireAMP

Intrusions «

0517f034...588e1374 &
WindowsMedialnstaller.exe

Files » Network File Trajectory

Hosts »

Users »

Vulnerabilities »

First Seen
Last Seen

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

MSEXE
Executables
{F Malware 4
see  High &b

Event Count
Seen On
Seen On Breakdown

Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
Time 2013-12-06 17:40:28
Event Type File Sent 4 d
ks Wl o s iwis An unknown file is p_resent on
- Ssetih AR 10t IP: 10.4.10.183, having been
le Name WindowsMediainstaller.exe i
Bl O unknown downloaded from Firefox
ion Malware Cloud Lookup
Transfer Apelication Protocol () HrTe Ve &) Quarantine
Client || Firefox )
Unknown Q Malware I Clean



VTV Analysis

FireAMP

Policies Devices Objects

Context Explorer

Connections

Intrusions «

Files » Network File Trajectory

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

0517f034...588e1374 &
WindowsMedialnstaller.exe

Hosts »

Users »

Vulnerabilities »

First Seen
Last Seen

MSEXE Event Count
Executables S5een On
{F Malware 4 Seen On Breakdown
see  High &b
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
: \ | =
. o @
Time 2013-12-06 17:40:28
Event Type File Received
IP Addrese 81 10.5.11.8 At 10:57, the unknown file is
Received From =f| 10.4.10.183
File Mame WindowsMedialnstaller.exe from IP 10410183 to IP
~ Disposition () Unknown - . o e
P Action Malware Cloud Lookup [ 105118 =/ Luara )
Application Protocol || HTTP
Unknown Client [ Firefox —ustom Unavailable



VTV Analysis

Context Explorer

Connections

Policies Devices Objects

Files » Network File Trajectory

FireAMP

Intrusions «

Hosts » Users »

Network File Trajectory for 0517f034...588e1374

0517f034...588e1374 &
WindowsMedialnstaller.exe

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

MSEXE
Executables
{F Malware 4
see  High &b

Dec 06,
2013

10:57 17:40

Blc

Unknown {} Ma

Transfer

18:06 18:10

&
& @
5

Time 2013-12-06 18:06:03
Event Type File Received
IP Address mf| 10.3.4.51
Received From = 10.5.11.8

File Name WindowsMedialnstaller.exe -

Disposition () Unknown
Action
Application Protocol | | NetBIOS-ssn (SME)

18:17

Seven hours later the file is
then transferred to a third

E"\rl:\ll

device (10.3.4.51) using an
SMB application

na

Vulnerabilities »

First Seen

Last Seen

Event Count

S5een On

Seen On Breakdown



Overview ILUEIEEN Policies Devices Objects

Context Explorer

FireAMP

Connections Intrusions » Files

» Network File Trajectory Hosts » Users » Vulnerabilities »

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

{F Malware 4

eee . High &P

Dec 06,
2013

10:57 17:40 18:06 18:10 18:

Time

Event Type

Transfer Block e addoas
— Received From

File Name

Unknown {} Malware Disposition
Action

Application Protocol

First Seen

Last Seen

Event Count

S5een On

Seen On Breakdown

14 18:17

194

The file is copied yet again
onto a fourth device
2013-12-06 18:10:03 (1056066) through the

File Received

Eﬂ 10.5.60.66

=f 10.5.11.8
WindowsMedialnstaller.exe

same SMB application a half
hour later

o e e

() Unknown

[ MetBIOS-ssn (SMB)



Overview LUEII"EER Policies Devices Objects  FireAMP

Context Explorer Connections » Intrusions » Files » Network File Trajectory Hosts » Users » Vulnerabilities »

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 % First Seen
File Name WindowsMedialnstaller.exe Last Seen
File Type MSEXE Event Count
File Category Executables Seen On
Current Disposition {F Malware 4 Seen On Breakdown
Threat Score see  High &b
Trajectory

Dec 06,

2013

10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.18 & o The (_Zisco Collective Security
05118 : & _ - Intelllgenc_e Qlogd has_ _

: : = _— i”t”'”ff ”’E'”*'t“ learned this file is malicious

10.3.4.52 | € Di:‘::gg:: O e and a retrospective event is
10.5.60.66 = —

Action raised for all four devices
immediately.

Events Transfer Block +) Create +] Mowve ) Execute - ) S

Dispositions Unknown {} Malware Clean Custom Unavailable



VTV Analysis

Context Explorer

Connections Intrusions «

Policies Devices Objects

Files » Network File Trajectory

FireAMP

Hosts »

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

0517f034...588e1374 &
WindowsMedialnstaller.exe

MSEXE

Executables

{F Malware 4

eee  High &b

Dec 06,

2013

10:57 17:40 18:06 18:10
Transfer Block Create
Unknown {} Malware ) Clean

18:14

194

Time

Event Type
IP Address
File Name
Disposition
Action

Users »

Vulnerabilities »

First Seen

Last Seen

Event Count

S5een On

Seen On Breakdown

At the same time, a device
with the FireAMP endpoint
connector reacts to the

retrospective event and
immediately stops and
guarantines the newly
detected malware

18:17

2013-12-06 18:14:23

File Quarantined

=f 10.5.11.8
WindowsMedialnstaller.exe
{r Malware

a

:"“n-.n‘-_ e




VTV Analysis

Context Explorer

Policies Devices Objects FireAMP

Connections Intrusions «

Network File Trajectory for 0517f034...588e1374

File SHA-256

File Name

File Type

File Category
Current Disposition
Threat Score

Trajectory

10.4.10.183
10.5.11.8
10.3.4.51
10.5.60.66

Events

Dispositions

0517f034...588e1374 &
WindowsMedialnstaller.exe
MSEXE

Executables

{F Malware 4

see  High &b
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
| @ ( u\' Time
v - Event Type
\ {a:b IP Address
Blocked Recipient
@ File Name
Disposition
Action
Application Protocol
Transfer Block Create *| Maove Clhomt
Unknown {} Malware ) Clean Custom Unavailable

Files » Network File Trajectory

Hosts »

Users »

Vulnerabilities »

First Seen

Last Seen

Event Count

S5een On

Seen On Breakdown

8 hours after the first attack,
the Malware tries to re-enter

the system through the
original point of entry but is
recognized and blocked.

2013-12-06 18:17:27
File Sent

Eﬂ 10.4.10.183

=f 10.5.11.8

WindowsMedialnstaller.exe

{}F Malware
Malware Block
[ HrTe

|_—| Firefox



Device Trajectory

 Break the reinfection lifecycle with fast root cause analysis

Cutgoing connection from Google Chrome 24.0.1312.52 %
| (B2caZbc..59a3ch), most commeon filename chrome.exe,

at TCP port 1156 to http://10.180.0.144:8888/exploit. i

html {10.180.0.144 port 8888).

MNeutral disposition.

At 23:50044, Thu Jan 10 2013 UTC

Device Trajectory for Java-0-Day

Jan 10

23:50 23:51 23:54 23:55

chrome.exe [PE] O ()}

| O/“@ —-

@ ,% D0

0

p—

services.exe [PE]
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There Are Several Ways You Can
Deploy AMP P IS

00

PC/MAC Mobile Virtual

Deployment
Options

Email and Web; AMP AMP for Networks AMP for Endpoints AMP Private Cloud
on Cisco® ASA (AMP on FirePOWER Network Virtual App[iance

CWS Appliance)

New or existing Cisco
Ideal for CWS, Email /Web
Security

IPS/INGFW/AMP Windows, Mac, Android, High-Privacy
Appliance virtual machines Environments

dlealn
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Key Take Away

I BEREE (AR
2. H#Mb
3. (e~ FEE R

Retrospective
Security

File Reputation & Continuous
Sandboxing Analysis
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Thank You



