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Security Challenges 

It is a Community  

that hides in plain 

sight 

avoids detection, 

and attacks swiftly 

60% 
of data is 

stolen in 

hours 

54% 
of breaches 

remain undiscovered 

for months 

100% 
of companies connect  

to domains that host  

malicious files or services 
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To defend against these advanced threats requires greater 
visibility and control across the full attack continuum 

Attack Continuum 

Before 

Discover  

Enforce 

Harden 

During 

Detect  

Block  

Defend 

After 

Scope 

Contain 

Remediate 

Network Endpoint Mobile Virtual Cloud Email & Web 

Point in Time Continuous 



 



Network and endpoint awareness and context that provides 

environmental insights and automatically strengthens 

protection 

OS Users 

Devices Threats Applications 

Files Vulnerabilities 

Flow 

You can’t protect what you can’t see Before 
See It, Control It 



Browse all application 

traffic… 

Look for risky 

applications… Who is using them? 

On what operating systems? 

Before the Threat:  
Discover Your Environment Before 

See It, Control It 

Connections by Initiator Country 

What does their traffic look like over time? 



FireSIGHT™ Awareness 

OS & version Identified 

Server applications and 
version 

Client Applications 

Who is at the host 

Client Version 

Application 

What other systems / IPs did 
user have, when? 



事件管理？ How to manage thousands event per day?  

Vulnerable 
(exploit targets known vulnerability) 

Possibly vulnerable 
(exploit targets OS and/or service) 

Not vulnerable 
(no service present) 

Not present 
(no host present) 

 

 

 

Reduces actionable events by up to 

99% 

Intrusion event 
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Correlation & Automation (自動化及關聯分析）- Cost Saving 
 

Correlates all intrusion events  
to an impact of the attack against the target 

Impact Flag 
Administrator 
Action 

Why 

1 Act immediately, 
vulnerable 

Event corresponds  
to vulnerability mapped 
to host 

2 Investigate,  
potentially vulnerable 

Relevant port open  
or protocol in use,  
but no vuln mapped 

3 Good to know, currently 
not vulnerable 

Relevant port not open 
or protocol  
not in use 

4 Good to know, unknown 
target 

Monitored network, but 
unknown host 

0 Good to know, unknown 
network 

Unmonitored network 
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Indicators of Compromise (感染指標）Dashboard  
 
• Because IOCs enable a quick way of classifying a host’s potentially compromised 

state, having this data on a dashboard is desirable  

Host 
Number of IOCs set against the host 

Click to expand 
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Indicators of Compromise (感染指標）  
 

IPS Events 

Malware Backdoors 

Exploit Kits 

Web App Attacks 

CnC Connections 

Admin Privilege Escalations 

SI Events 

Connections  
to Known CnC IPs 

Malware Events 

Malware Detections 

Office/PDF/Java Compromises 

Malware Executions 

Dropper Infections 



Advanced Persistent Threat  & Advanced Malware 
Is now a tool for financial gain 

• Uses formal Development Techniques 

• Sandbox aware 

• Quality Assurance to evade detection 

• 24/7 Tech support available 

• Has become a math problem 

• End Point AV Signatures ~20 Million 

• Total KNOWN Malware Samples  ~100 M 

• AV Efficacy Rate ~50% 

 

 



Cisco Advanced Malware Protection (AMP)  
across the entire attack continuum 

Point-in-time 

protection 

Retrospective security  

& continuous analysis  

Threat intelligence  

& analytics 

Before During After 

Attack continuum 

Web  

WWW 

Endpoints Email Network Mobile 

      



Cisco Advanced Malware Protection 
Built on unmatched collective security intelligence   

1.6 million 

global sensors 

100 TB 

of data received per day 

150 million+  

deployed endpoints 

600 

engineers, technicians,  

and researchers 

35%  

worldwide email traffic 

13 billion 

web requests 

24x7x365 operations 

4.3 billion web blocks per day 

40+ languages 

1.1 million incoming malware 

samples per day 

AMP Community 

Private/Public Threat  Feeds 

Talos Security Intelligence 

AMP Threat Grid Intelligence 

AMP Threat Grid Dynamic 

Analysis 

10 million files/month 

Advanced Microsoft  

and Industry Disclosures 

Snort and ClamAV Open Source 

Communities 

AEGIS Program 

Email Endpoints Web Networks IPS Devices 

WWW       
Automatic 

Updates in 

real time 

101000  0110 00   0111000   111010011    101   1100001  110 

1100001110001110    1001  1101 1110011  0110011   101000  0110 00 

1001  1101 1110011  0110011   101000  0110 00   

101000  0110 00   0111000   111010011    101   1100001   

1100001110001110    1001  1101 1110011  0110011   10100 

1001  1101 1110011  0110011   101000  0110 00   

Cisco®  

Collective 

Security 

Intelligence 
Cisco Collective  

Security Intelligence Cloud 

AMP 
Advanced Malware Protection 



Unique to Cisco®  AMP 

Cisco AMP Delivers A Better Approach 
Point-in-Time Detection 一次性偵測 & Retrospective 回朔分析 

Point-in-Time Protection 

一次性偵測 

File Reputation, Sandboxing 

Retrospective Security 

回朔分析 

Continuous Analysis 
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Cisco AMP Delivers A Better Approach 
Point-in-Time Detection 一次性偵測 & Retrospective 回朔分析 

Unique to Cisco®  AMP 

Point-in-Time Protection 

一次性偵測 

File Reputation, Sandboxing 

Retrospective Security 

回朔分析 

Continuous Analysis 



Actual Disposition = Bad = Blocked 

Antivirus 
 
 

Sandboxing 

Initial Disposition = Clean 

Point-in-time Detection 

Retrospective Detection, 
 Analysis Continues 

Initial Disposition = Clean 

Continuous 

Blind to scope of 
compromise 

Sleep Techniques 

Unknown Protocols 

Encryption 

Polymorphism 

Actual Disposition = Bad = Too Late!! 

Turns back time 
 
Visibility and 
Control are Key 

Not 100% 

Analysis Stops 

Retrospective (可回朔）持續分析 vs. Point-in-Time Detection 一次性偵測 



How Cisco AMP Works:  
Network File Trajectory Use Case 



 



 

An unknown file is present on 

IP: 10.4.10.183, having been 

downloaded from Firefox 



 

At 10:57, the unknown file is 

from IP 10.4.10.183 to IP: 

10.5.11.8 



 

Seven hours later the file is 

then transferred to a third 

device (10.3.4.51) using an 

SMB application 



 

The file is copied yet again 

onto a fourth device 

(10.5.60.66) through the 

same SMB application a half 

hour later 



 

The Cisco Collective Security 

Intelligence Cloud has 

learned this file is malicious 

and a retrospective event is 

raised for all four devices 

immediately.  



 

At the same time, a device 

with the FireAMP endpoint 

connector reacts to the 

retrospective event and 

immediately stops and 

quarantines the newly 

detected malware 



 

8 hours after the first attack, 

the Malware tries to re-enter 

the system through the 

original point of entry but is 

recognized and blocked. 



Device Trajectory 
• Break the reinfection lifecycle with fast root cause analysis  



There Are Several Ways You Can  
Deploy AMP 

AMP 
Advanced Malware Protection 

Deployment 

Options 
Email and Web; AMP 

on Cisco®  ASA 

CWS 

AMP for Networks 
(AMP on FirePOWER Network 

Appliance) 

AMP for Endpoints AMP Private Cloud 

Virtual Appliance 

Ideal for  
New or existing Cisco 

CWS, Email /Web 

Security 

IPS/NGFW/AMP 

Appliance 

Windows, Mac, Android, 

virtual machines 

High-Privacy 

Environments 

PC/MAC Mobile Virtual 



Key Take Away 

Retrospective 
Security  

Point in Time 
Protection 

Continuous 
Analysis 

File Reputation & 
Sandboxing  

Retrospection Trajectory Attack Chain  

Weaving  

Behavioral 

Indications  

of Compromise  

Threat  

hunting  
Continuous 

analysis 

AFTER 

Scope 

Contain 

Remediate 

 1. 能見度 (可視性) 
 

2. 自動化 
 

3. 可回溯、調查及鑑識 



Thank You 


