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HPE Fortify — Software Security Assurance
On-Premise and On-Demand

Static Analysis —Fortify SCA

Source Code
Mgt System

Remediation

IDE Plug-ins

(Eclipse, Visual Studio,

etc.)
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Developers
(onshore or offshore)
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Dynamic Analysis - Webinspect

Runtime Analysis —Runtilie

Fortify on Demand

Application Defen

Actual
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. Attacks
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o Lo Lo - ——— -
Static Analysis Via Dynamic Testing In Real-Time Protection - - ——
Build Integration QA Or Production Of Running Application Hacker:

Vulnerability Management —
Software Security Center

Normalization
(Scoring, Guidance)

s Vulnerability

== Database

Defects, Metrics
And KPIs Used To
Measure Risk

Correlate Target
Vulnerabilities
With Common
Guidance and
Scoring

Correlation
(Static, Dynamic, Runtime)
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ThreatIntelligence
Rules Management

Application Lifecycle

i | D

Development, Project

and Management
Stakeholders
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FIF IPS 3 TippingPoint BT ?

Filter Groups

his table lists fitter hits over the Iast 30 days, grouped by the filter's category
Backdoor 250 2 41
Cross Site Scripling (X55) 6 5 1,621
OMS = 3 32,027
HTTP (all) 3,257 145 361,502
HTTP {client) 1,692 12 13,679
HTTP (zerver) 1,655 135 348,690
Peer to Peer (P2P) 278 = 176,656
Phishing 28 1 2
PHP File Include 36 21 825
SCADA 44 1 3
SMB 144 4 43117
SMTP 35 1 6
Spyware 205 2 17
SEHL Injecticn 63 2 151,730
Zero Day Initiative 793 1 298
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hacker ';delete * from users;

IDS/IPS

Matches Signature? A E RER

select * from userk where username="evil' and password="hacker ';delete * from users;
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hacker ';delete * from users;
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Matches Signature? HP RASP RTA

select * from userk where username="evil' and password="hacker ';delete * from users;
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¥ Web 22 uﬂE,BIJL,(&BE
B EEIE — RASP Rzt

HP Application Defender Event Details -x-bluecoat-via  8bc7350be8c88d2c
-referer

Time: Jan 06, 2015 06:51:29.079 AM : : . . : :
Event ID: 8725e886-e246-4{7i-8d 11-6e8005(6620 http .//118.33.l?cg.nltgrﬁlligiglncsr;es/Flnd Locations.action

Location: DelegatingStatement.java:206 -cookie authType=0;
* General JSESSIONID=8A0A37816E304D52DDCCA91B49775019
Category: SQL Injection -cache-control max-age=0
Event Severity: Critical -accept-encoding gzip, deflate
Target Path: /riches/ShowLocations.action -user-agent Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36
Action Taken: Monitor (KHTML, like Gecko) Chrome/39.0.2171.95 Safari/537.36
Risk Group: Riches -origin http://118.33.120.184:8080
Agent: windows7HP -accept
Host IP: windows7HP.kornet text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Hostname: windows7HP -host 118.33.120.184:8080
-accept-language en-US,en;q=0.8

-connection Keep-Alive

-content-type application/x-www-form-urlencoded

* Request Details
User:
Session ID: 8A0A37816E304D52DDCCA91B49775019

Source IP: 210.216.53.202
Request Protocol: http * Stack Traces

Request Method: POST * Event Trigger : . :
User Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) SELECT * FROM location WHERE branch ="'Yes' AND state

Chrome/39.0.2171.95 Safari/537.36 =" AND city =" AND address =" or '1' ="'1"
Referer: http://118.33.120.184:8080/riches/FindLocations.action * Location Stack Trace
Target Port: 8080

org.apache.tomcat.dbcp.dbcp.DelegatingStatement

* Request Parameters: executeQuery DelegatingStatement.java 206
2 com.fortify.samples.riches.model.LocationService findAtmByAddress
-address ' =" LocationService.java 139
-state com.fortify.samples.riches.FindLocations execute
-type FindLocations.java 32
-City sun.reflect.NativeMethodAccessorimpl invokeO

* Request Cookies: sun.reflect.NativeMethodAccessorimpl invoke
-authType (0] NativeMethodAccessorimpl.java Y4

-JSESSIONID 8A0A37816E304D52DDCCA91B49775019 sun.reflect.DelegatingMethodAccessorimpl invoke
DelegatingMethodAccessorimpl.java 43

Source Stack Trace
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. Authorization Check Failure
. Broken Link

. Brute Force Login Attempt

. Buffer Overflow

. Command Injection

. Cookie Security: HTTPOnNly Not Set on Session Cookie
. Cookie Tampering

. Credit Card Fraud

. Cross-Site Request Forgery
0.
1.
12.
13.
14:
15.
16.
17.
18:
19.
20.
21:

Cross-Site Scripting: Persistent
Cross-Site Scripting Attacks

Directory Listing

Discovery: Known Vulnerability Scanner Activities
Denial of Service: Hash Collision
Denial of Service: Parse Double
Denial of Service: Regular Expression
Forceful Browsing

Header Manipulation

Hidden Field Manipulation

HTTP Parameter Pollution

Insecure Randomness

JavaScript Hijacking

231 eftaver Pebug Code

Enterprise

24.Link Spam: Persistent

25:
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
56.

Link Spam Attacks

Malformed Request: Missing Accept Header
Malformed Request: Missing Content=Type
Malformed Request: Use of Unsupported Method
Method Call Failure

Open Redirect

Poor Effor Handling: Unhandled Exception
Privacy Violation: Credit Card Number

Privacy Violation: Social Security Manager
Privilege Management: Unnecessary Permission
Probing

Probing: ColdFusion AJAX Debugging

Probling: Command Injection

SQL Injection

Session Fixation

Slow Method Call: Show Database position

Slow Method Call: Slow Database Query (Batch Processing)
Slow Method Call: Slow Database Query (Web Request)
System Information Leak

Value Shadowing

Value Shadowing

Getting Rid of Hard Coded XSS and issux.




RTAL Logs #C#

Java, .NET FEREZR iRILA R 2FH#E

« HPE System Startup Message

» Web Application Start

» Web Application Stop

*« HTTP Session Start

« HTTP Session Stop

» User Logon: Success

» User Logon: Failure

» User Logoff

« Database Query

» General Exception Created

» Security Exception Created (Java only) 1
* Crypto Exception Created (Java only)1
* File Create

* File Delete

* File Read

* File Write

* Network Socket Bind

* Network Socket Connect

* Network Socket Shutdown

* Network Socket Close

mg;g(r;g Execution

Enterprise

» Windows Registry Create (.NET only)

» Windows Registry Read (.NET only)

» Windows Registry Write (.NET only)

» Windows Registry Delete (.NET only)

» Spring/Struts/Dotnet Validation Failure

« Unified Logging: JUL (Java only)

« Unified Logging: Log4j (Java only)

« Unified Logging: JCL (Java only)

 Unified Logging: Slf4j (Java only)

 Unified Logging: NLog (.NET only)

 Unified Logging: Log4Net (.NET only)

* Unified Logging: Enterprise Library(.NET only)
» User Management: Create User

» User Management: Delete User

» User Management: Change User Password

» User Management: Create Group

» User Management: Delete Group

» User Management: Add User to Group

» User Management: Remove User from Group
* Web AccessLog
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RTAL/AppView Web 4R E31Z (ArcSight)

<L ArcSight Console 6.5.1.1845.0 [vm-arcsight:admin.ast] Trial license. Customer: ARST-SE, Expiration date: 2015/02/01 =R
File Edit WView Window Tools System Help
o-maflixaexaflinkenronmlizEon-fivornwesealion -Jia OH
) ) || ) || || | ] ) | ||
Yiewer o0 e xR
Suspicious Activity Summary I Database Activity I Top 10 Counts by Source for Registry Access I Data Mining by Geolocation I Data Mining Summary
[ bt My Live Events I [ Live I Live Queued Events I [k System Events Last Hour I Activity Overview I Compliance Violation Summary I Application Status Overview
Activity by User | Brute Force Password Attacks I Logins - Geographic View | Threat Detection Summary I User Tracking Summary I Users by Source Address

Brute Force Activity

Multiple Users per System

ARAEEARE D - @

NHaada=ddal3E5s=0

Possible Application Brute Force Atack - Success after Multiple User Failures frove=ShrenadEmiiFe sl O 18G50 8Eers 172.16.100.140 172 461001 max | riches (172.16.100.140:8080) 172 16.100.140
| Source: Name Event: UserMame, TargetApplicaionName Target: Destination ... | Rendered inl s, Nodes: 3, Edges:2 | Layout: Hierarchic Layout | Source: Spurce Address Event: UserName, TargetApplicaionName Target: D... | Rendered inl s, Nodes: 3, Edges:2? | Layout: Hierarchic Layout
1715 0:28:34 - 1715 0337124 = || 1/15 0:28:34 - 1715 0:37:24 -

Possible Shared Accounts

NEaaaEEddaEas=R

R 5/
=
7~ X 3l
e | fches (172 1610001400800 ATZ 161000140

. ’O ;
M | fches (127000 1:2080) 127001

| Source: UserMName, TargetApplicationMame Event: Geolnfo Target: Destination Address, Events split on source

| Rendered ini s, Nodes:6, Edges:4 | Layout: Hierarchic Leyout

115 02834 - 1,18 0037124

-

Drata last refreshed: 1715 0:27:24
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RTAL/AppView Web Online Monitoring (ArcSight)

< ArcSight Console 6.5.1.1845.0 [vm-arcsight:admin.ast] Trial license, Customer: ARST-SE, Expiration date: 2015/02/01

=Rl
File Edit Wiew Window Tools System Help
o-ra)ixnaxafiwcaplorw]@EEen Jiseavssea)ion -Jia | Helsl |
Yiewer g ?x
My Live Events | [} Live | Live Queued Events | [} System Events Last Hour | Activity Overview | Compliance Violation Summary | Application Status Overview
Activity by User | Brute Force Password Attacks | Logins - Geographic View | Threat Detection Summary User Tracking Summary | Users by Source Address
Suspicious Activity Summary Database Activity | Top 10 Counts by Source for Registry Access Data Mining by Geolocation | Data Mining Summary
Application Database Events by User

Application Mame

Count {Total Legends 1)

M127.0.0.1:8080(127,0,0,1:800)

4

114 0:30042 - 1,15 0:30i42

(== ~

Application Database Events by Query Rare Application Database Events by Query

Application MName Query Count Application Mame Query Count

127.0.0,1:8080 (127.0.0.1:8080) SELECT password FROM profile WHERE u... 4 || 127.0.0.1:8080 (127.0.0. 1:8080) SELECT *FROM location WHERE branch ... 1

127.0.0.1:8080 (127.0.0. 1:8080) SELECT rolename FROM role WHERE user. .. 2 || 127.0.0,1:8080 (127.0.0. 1:8080) select this.id as id0_, this.username as us... 1

127.0.0.1:8080 (127.0.0. 1:8080) select this.id as id0_, this, username as us. .. 2 || 127.0.0,1:8080 (127.0.0. 1:8080) select transactiol_id as id, transactiod_.... 1

127.0.0.1:8080 (127.0.0.1:8080) SELECT * FROM location WHERE branch ... 1 || 127.0.0.1:8080 (127.0.0.1:8080) SELECT rolename FROM role WHERE user... 2

127.0.0.1:8080 (127.0.0. 1:8080) select this.id as id0_, thisusername as us. .. 1 || 127.0.0.1:8080 (127.0.0.1:8080) select this.id as id0_, this.username as us... 2

127.0.0.1:8080 (127.0.0. 1:8080) select transactiol_.id as i, transactiod_... 1 |[ 127.0.0.1:8080 (127.0.0. 1:8080) SELECT passward FROM profile WHERE u... 4
e a0zt - 1715 0ziat (=) v [|114 03042 - 115 013042 ][z | ~|
IE-I:t“e’ Crata last refreshed: 1715 0:39:00 [y ]

|
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